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Abstract 
Incidents produce heavy congestion in large urban traffic networks and therefore real time information about them (e.g. location, 
timestamp, type) can be very useful for the drivers. An efficient way of gathering this type of information is through a crowd 
sourcing reporting system that multimodal travellers may utilise for providing information about various incidents they witness to 
other interconnected users in the same network. After the incoming traffic reports are evaluated, they can be shared to other 
travellers who are approaching the location of the reported incidents. Travelers can use the reported information for improving 
their mobility status. Collecting information using crowd sourcing techniques has implications and risks that need to be 
addressed. One of the most important challenges in this regard is the estimation of the reliability of the incoming information, 
usually related to individual user reputation. To this end, the exploitation of a reliability assessment system is of profound 
importance for assuring that only accurate information is shared between interconnected users. This paper introduces an 
innovative crowd sourcing information assessment mechanism for urban travellers. The purpose of the proposed probabilistic 
framework is to estimate if a user-generated report is true or false, given a set of static and dynamic parameters. The latter 
describe contextual conditions occurring at the time when an incident is reported. The proposed model takes into account the 
current location and speed of the reporting user due to their impact on the reliability of an incoming report. The proposed 
probabilistic model was evaluated in a simulation environment. Preliminary results show that, based on a set of rational 
assumptions, the estimated reliability decreases with the distance from the reported event and the speed of the reporting user. 
Based on the estimates that our model produces, a reliable true/false recommendation system can be devised for evaluating the 
user generated reports. 
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1. Introduction 
The term ‘crowd sourcing’ is widely used in information technology (IT). It refers to practices where tasks are 
outsourced to an external group of people in order to achieve more improved skill sets and increase efficiency. This 
practice is widely used in modern IT systems as a means to collect information from the crowd, referring to a large 
group of users potentially unknown and randomly selected (Kittur et al. 2008). In this respect, efforts of several 
users are combined who act on their own initiative and therefore add a small or bigger contribution. Hence, the 
outcome is contributed by an anonymous public rather than a particular group. In general, crowd sourcing has been 
used in IT applications as a means to divide huge tasks into many smaller and most of the times easier ones for 
crowd-users to handle. 
In the context of real time traffic information gathering, crowd souring comes as an optimal solution. In 
particular, its power stems from the creation of large groups of mobile users who participate in the same network. 
Each user becomes part of the interconnected ‘crowd’ by installing the particular application and using it. The idea 
is very simple: while the application is running, it periodically collects anonymous information about user’s position 
and speed. At the same time, it gives the possibility to the users to submit an emergency report for an incident that 
will be published to nearby users. To this end, users are also asked to evaluate each report located in their nearby 
area, as a means to contribute into the reliability evaluation of each user-submitted report. 
Furthermore, as the data quality is based on user’s reputation, a critical issue is related to the mechanism that 
should be used for estimating the trustworthiness of each user. In fact there is much published research on this field 
trying to identify the optimal solution (Zhang and Van der Schaar 2012).  However, the latter involves several 
parameters and eventually depends on the type of the crowd sourcing system, along with the requested work type 
(Kantarci and Mouftah 2014). The necessity of this procedure is based on the fact that some of the registered users 
may not act as expected and may inject false reports about the collected data. In general, these users are referred as 
malicious, rendering the need for quantifying user trustworthiness as of profound importance. 
This paper is structured as follows: Section 2 explores related work and Section 3 analyzes the credibility 
estimation algorithm. Similarly, Section 4 refers to framework’s evaluation and Section 5 describes the crowd 
sourcing application development and evaluation. Finally, Section 6 concludes the paper reviewing the main 
contributions and outlining future directions. 
2. Related work 
The assessment of user’s reliability is a key factor for the design and development of crowd sourcing 
applications, which are based on arbitrary user-generated information. These systems are primarily functioning 
online, covering various activities such as e-commerce, online auctions, questioning and answering and so forth. In 
these systems, a reliability metric value for each user is calculated by a mathematical model, which is based on other 
users’ rating on the information that the specific user provides. Some users may give unreasonable ratings because 
they are either malicious or not familiar with the related field. To this end, various methods and mechanisms have 
been proposed for effectively filtering user data and calculating the corresponding reputation.  
In the field of e-commerce and online auctions, the reputation of sellers or buyers depends on the quality of the 
objects they sell or buy, respectively. In turn, the quality of an online object depends on user ratings. These can 
come from users that may have bought these objects and were happy (or not) by their performance, or from 
malicious users that just rate these objects unpredictably for various reasons. In this context, most of the rating 
systems are iteratively calculating online objects quality and then user reputation.  Liao et al. (2014) have proposed 
an iterative method, which enhances the influence of highly reputed users in modulating the quality of online 
objects, while penalizing the one of malicious users, leading to more accurate object quality evaluation. Also 
Zacharia and Maes (2000) have proposed an iterative machine learning based method for user reputation estimation 
in both loosely and strongly connected marketplaces, which can also be used in other online communities such as 
newsgroups and mailing lists. Moreover, fuzzy based algorithms which are more efficient on handling uncertainty, 
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fuzziness and in-complete information in sellers’ and buyers’ trust reports have been also proposed (Song et al. 
2005). Finally, the correlations between sellers and buyers have been employed for the design of reputation 
estimation algorithms, such as in the case of Morzy (2008) where two reputation estimation algorithms utilise the 
correlations between users. The first algorithm calculates the credibility (reliability metric) of users by an iterative 
search of inter-participant connections, and the second one discovers clusters of users who are densely connected 
through committed auctions. 
Apart from e-commerce and online auctions, there exist various other online activities for which reputation 
estimation mechanisms have been proposed. Bian et al. (2009) have dealt with the problem of user reliability 
estimation in the Community Questioning Answering field. In particular, the authors have proposed a semi-
-supervised coupled mutual reinforcement framework for simultaneously calculating questions and answers (posted 
by users) quality and the reputation of users. Similarly, Wu et al. (2014) have published a method for trust level 
evaluation of cloud services, which facilitates the recognition and filtering of unfair ratings. Finally, Zheng and Lyu 
(2008) propose a collaborative framework for Web services reliability assessment for users from different 
geography locations. 
All of the aforementioned user reputation assessment mechanisms concern typical activities that occur online and 
take into account information provided by the users through their computer, i.e. in a static way. However, in recent 
years there is another fast growing field, in which the problem of user information reliability has arisen. This field 
has to do with those services that utilise data coming from a wide range of sensors from the personal mobile devices 
of users, in an Internet-of-Things fashion. Users are encouraged to provide data from their personal devices, which 
will be processed from central services, and will be delivered to other end users, from whom they will also be 
evaluated. In this concept, there is high probability of users contributing corrupted data, hence effective user 
information assessment mechanisms are indispensable. Such a user reputation evaluation scheme has been proposed 
by Kantarci and Mouftah (2014) for frond-end access to a cloud-based platform that provides crowd sourcing data to 
end users. Also the problem was addressed by Huang et al. (2014) who have developed a reputation system for 
evaluating the trustworthiness of sensing data (data coming from the sensors such as accelerometer, gyroscope or 
digital compass) utilising the Gompertz function as a fundamental block of the system. The mechanisms included in 
this context are more similar to the one presented in this paper. In our approach, we deal with information, such as 
reports of events occurred in an urban traffic network that are provided by users on the move from their mobile 
devices. These reports are sent to other users who evaluate them. Through the evaluation procedure, the user 
reputation is updated leading to a user ranking system. This mechanism ensures a more reliable and trustful briefing 
about events that occur in an urban network. 
3. Report evaluation and credibility estimation framework 
3.1. Ranking schema 
In every rating system, a total score (which is a real number from 0 to 1) that represents user’s reputation 
(reliability) is assigned to every user. This score is usually a weighted sum, where each factor stands for different 
phases of the evaluation procedure. In the presented method, the total score that represents a user’s reputation and 
based on which the users are ranked, is given by the following equation: 
s s f f c c r rS w R w R w R w R     (1) 
As shown above there are four different parameters that shape the total reputation score. Rs  represents the 
similarity of the information provided by a user with respect to other information submitted at the same time-
-window by nearby located users. Rf stands for the reporting frequency of a user, i.e., how often a user submits 
a report to the system. A user that reports rarely gets a low score as opposed to a frequent reporter. Rc is the most 
important factor. It represents the degree of reliability of users in the crowd, based on the plausibility of their event 
reports. The probability of an event (that was reported by a user) being true depends on contextual conditions 
occurring at the time moment, in which the event is declared and is calculated through the probabilistic framework 
4555 Athanasios Salamanis et al. /  Transportation Research Procedia  14 ( 2016 )  4552 – 4561 
presented in the next section. This factor is equal to the mean value of the probabilities of the reports that a specific 
user submits, being true. Rr represents the relevance feedback that other users submit in order to evaluate the 
reported information. All those factors represent probabilities hence their values range from 0 to 1. The first factor 
Rs  represents the semantic relevance between the information that a specific user reports in a certain time window 
and the information that other nearby located users report at the same time. Every information report is semantically 
characterized by a tag t , which is a word that describes the report and can take one of the values Accident, Traffic, 
Works and Weather. Let uc be the current user that submits a report for an event at a specific place in a specific time 
window and tc the tag of the event. Let also u1, u2 , … , uN be other nearby located users that report events in the 
same time window, with tags t1, t2, …, tN, respectively. We define the function f given by (2). 
1,if
( , )
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i j
i j
t equals tf t t
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­ ®¯    (2) 
The tag tc is compared with all the tags t1, t2, … , tN, and the mean value of f is taken as the value of Rs, given by 
(3). 
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The factor Rf refers to the frequency, with which a user submits reports. If N is the total number of reports that 
have been submitted to the system until now and M is the number of reports that the user u has submitted, Rf is given 
by (4). 
f
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N
    (4) 
The factor Rc represents a reliability degree of a user u. If user u has submitted N event reports e1,…,eN until now, 
with probabilities p(e1),…, p(eN) of being true, then the Rc factor is calculated by (5). 
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   (5) 
The calculation of probabilities p(e1),…, p(eN) is described in the next subsection. Finally, the Rr factor represents 
the relevance feedback from users about a specific event report. Users can either confirm or reject every event report 
that is submitted to the system. If a submitted event report has C confirmations and R rejections from other users, 
then the Rr factor is calculated by (6). 
r
CR
C R
     (6) 
3.2. Reliability estimation of a single report  
As it was mentioned in the previous section, the total reputation score of a user contains the reliability degree of 
the user expressed by the factor Rc. It can be easily proven that this factor is a function of the probabilities of the 
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events (to be true or not) that have been reported. Hence, it makes sense to develop a general probabilistic 
framework for modelling these probabilities. This is described in what follows. 
The implemented probabilistic framework is based on the hypothesis that the probability of a reported event of 
being true is conditional as it depends on the contextual conditions occurring at the time that the event is declared. 
Those conditions are described by some factors, namely event traits. For example an event trait can be the weather 
conditions at the moment the event occurs, or the speed of the user that reports the event (at the moment that the 
event occurs), and so forth. In this context, the conditional probability of an event e being true is given by (7): 
1 2( | , , , , )XY Np e d d d d    (7) 
where di and dXY are event traits. The difference between an event trait di and dXY is that the latter expresses two 
possible correlated conditions, e.g. the probability that the roadway is slippery, while there are good weather 
conditions. Generally, any arbitrary number of event traits can be used, but in this work the event traits that we used 
are the following two: a) d1 which is the distance of the position of the user that reports the event from the actual 
location of the event and b) d2 which is the speed of the user that reports the event at the moment of submission. 
After defining the event traits we are now in a position to calculate the generic expression of the probability given 
by (7). Let E be the set of all reporting events of a user u  in the M-sized event population E = {e1,…,eM} and D 
a set with N available event traits D = {d1,…,dN}. For each event trait di of a specific event, a set of L measurements 
di(e) = {di,1(e),…, di,L(e)} exists. Hence, in total there M × L measurements exist per event trait. Having these 
measurements for the whole events population we estimate the distributions of all the conditional distributions 
p (di | e). By applying chi-square test we can check if the estimated distribution resembles the Gaussian one.  If this 
is the case, it is easy to fit the normalised values distribution by a 1D Gaussian Mixture, given by (8): 
1
( | ) ( | , )
K
i k p i k k
k
p d e N dS P V
 
 ¦    (8) 
where  | ,p i k kN d P V is the kth single Gaussian distribution that contributes to the mixture. The values πk, μk and σk can 
be easily computed by utilising the iterative Expectation-Maximization algorithm on the histogram until 
convergence. 
Consequently, p(di|ē) can be calculated by the following equation: 
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where p(e)=1/M, p(di)=1/L. 
At this point we need to underline that the used event traits are assumed to be statistically independent. As it has 
been clarified, we can now define the generic expression of the conditional probability  1 2| , , , , ,XY Np e d d d d , which 
denotes the final credibility score of the event e: 
1 2 1 2( | , , , , , ) 1 ( | , , , , , )XY N XY Np e d d d d p e d d d d     (10) 
According to the Bayes theorem: 
1 2
1 2
1 2
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p d d d d
    (11) 
the nominator of the equation (11) can be expanded as follows: 
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Assuming that the measurements of the values of the event traits (distance and speed) for each event are retrieved 
from independent processes, we may consider the event traits as statistical independent variables and hence the 
denominator of (11) becomes: 
1 2 1 2( , , , , , ) ( ) ( ) ( ) ( )XY N XY Np d d d d p d p d p d p d    (13) 
Hence, (11), taking into account (12) and (13), becomes: 
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Equivalently: 
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where the term: 
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remains constant for all events. 
After the above calculations, the generic expression of the credibility score of an event e is given by (17). 
1 2
1
( | , , , , , ) 1 ( | ) ( | ) ( )
N
XY N n XY
n
p e d d d d A p d e p d e p e
 
      (17) 
At the current phase of implementation we use only uncorrelated event traits, i.e., there is no trait of the form dXY. 
Hence the generic expression given by (17) takes the form of (18). 
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In (18) the probability p(ē), i.e., the probability of an event of being false in general, is set to 0.5. This is based on 
the assumption that the probability of a report being spam or not spam at the first time that a new user submits it, is 
respectively equal. 
4. Framework evaluation 
In order to validate the performance of the described probabilistic framework, we set up an appropriate 
evaluation procedure. For the purpose of facilitating this procedure a simulation framework was developed in order 
to generate true events (events that actually occurred) and false events (events that did not occur, but reported as true 
by malicious users). The goals of our evaluation procedure is to show that the probability calculated by (21): 
a) decreases when the speed of the reporter increases, b) decreases when the distance of the reporter from the 
location of the event increases and c) has a small value for false events and big value for true ones. 
One verified means of evaluation is to apply the probabilistic model described in Section 3 on a set of data and 
then count the false positive estimations for quantitatively assessing its accuracy. As at the current development 
phase of the project, no real crowd sourcing data occurred, it was decided that the use of simulated data for 
modelling the hypothesis of false and true reporting users would be the safest way to go. The artificial dataset that 
was produced is based on a real dataset as far as the location and the speed of the reporting users are concerned (the 
real dataset is in possession of CERTH, courtesy of The Hellenic Institute of Transport of CERTH). It is up to the 
simulation model to decide on how to generate the truly and falsely reported events and the number, location and 
speed of the reporting users, who are selected among all real users. 
Next step in the simulation process is the definition of the events. An event that is artificially generated is 
represented as an object with the following contents: a) An event ID, b) the timestamp at which the event considered 
to have occurred, c) the location of the event (longitude and latitude), d) the type of the event (incident, traffic jam), 
e) the duration of the event and f) a flag indicating if the event is true or false. 
For evaluation purposes, 20 events were created (with ids ranging from 0 to 19). The timestamp of each event is 
a random number from 0 to 1399 (for all the minutes of a day) following uniform distribution within those limits. 
The longitude and latitude of each event are also random numbers following uniform distribution within ranges 0 to 
30 and 0 to 45, respectively (these ranges were chosen in order to generate events at various locations in the network 
and not only in areas with high concentration of users). The type of the event is a random number following uniform 
distribution from 0 to 1 (0 is for incident event, 1 for traffic jam event) and the duration of the event is drawn as 
a uniformly distributed random number within range 1 to 30, assuming that an event can last from 1 to maximum 
30 minutes. The last feature of an event is a flag indicating if the event is true or false. This feature was added in 
order to know at the end if the calculated probabilities refer to a true or a false event. It was assumed that the 
percentage of false events cannot exceed 20% of the total event population and hence for the total 20 events we 
created 4 false ones. These 4 false events were chosen randomly (with uniform distribution) from the total event 
population. 
In order to select the true reporting users we use a random number generation with uniform distribution in 
various radius zones around the location of the event. In particular, taking as a centre the location of the event and as 
a reference radius the maximum distance of the locations of all the users with respect to the location of the event, we 
can define concentric cyclic rings. The users who move inside each ring make reports on the event with different 
probabilities (i.e. users in cyclic rings closer to the location of the event have higher probability to report it as 
opposed to the ones located in more distant rings). For the false event reporting, the selection process assumes that 
all reporting users are located around the (false) event at distances longer than the 20% of the maximum distance (of 
all the users) and have speed higher than 70 km/h. 
At this initial preliminary evaluation approach the parameters that were taken into account in modelling the way 
by which a user reports a true event are the distance of the users from the location of the event and user’s speed at 
the time the event occurred. This model is too simplistic, as it does not take into account additional parameters that 
characterize real data, such as, the adjacency between the road at which the event occurred, the road on which the 
users was moving, the change on the speed of the user due to the traffic jam occurred by the event, etc. 
The next step is the implementation of the probabilistic framework described at Section 3. A basic element for 
implementing the events reliability estimation algorithm is to find the probabilistic distribution of the traits, i.e. 
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speed and distance of each event. Using the available information, we can calculate these distributions in the form of 
histograms per event. These histograms are used for calculating the probability given by (18). 
4.1. Experimental results 
As mentioned at the previous subsection, for every artificially generated event a set of probabilities were 
calculated, where each probability refers to a certain reporter of the event. Also the speed and the distance of every 
reporter are known. If we plot the calculated probabilities for a true event versus the speed and the distances of its 
reporters we obtain the diagrams shown in Fig. 1. Also for false events the corresponding diagrams are depicted in 
Fig. 2. 
a b
 
Fig. 1. Event probability versus (a) speed and (b) distance of reporters for a true event. 
ba
 
Fig. 2. Event probability versus (a) speed and (b) distance of reporters for a false event. 
As the distance of the location of the reporter from the location of the reported event increases, the probability of 
the event to be true decreases. The reduction of the probability is steeper at the case of the false event indicating that 
we can more easily identify the case of false event report. If summarize all the probabilities of all the events (true 
and false) and plot them against speed and distance (where speed is separated at intervals of 5 km/h and distance at 
intervals of 5 km) we take the diagrams shown in Fig.  3. From these figures the conclusion that is extracted is that 
the probability of the reported events decreases with speed and distance, and there are certain speed and distance 
values where after them the probability starts to decrease. 
5. Application development and evaluation 
The presented theoretical user reliability framework has been incorporated into a crowd sourcing mobile 
application, namely Live Traffic Reporter (LTR). The application is available on Google play1 and App Store2 and 
has been developed, tested and released for enabling evaluation of the presented user reliability algorithm that was 
previously described, in real operational conditions. On the main screen, the user location is spotted on a designated 
 
 
1 https://play.google.com/store/apps/details?id=com.iti.movesmart.crowdsourcing 
2 https://itunes.apple.com/GR/app/id986295768?mt=8 
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map in addition with the reports of other users. As illustrated in Fig. 4 the mobile application shows a warning about 
a nearby report and also indicates the new report on the map and initiates a user-driven evaluation process. At the 
same time, the application gathers anonymous data regarding user speed and location. Similarly, users can send 
reports about ongoing incidents (traffic, works, accident, weather). Furthermore, the application runs on four (4) 
different operational modes (drive, walk, cycle, transportation) based on the particular ways the user is moving. To 
this end, separate operation modes not only illustrate map with nominated interface different for each mode, but also 
help the report evaluation algorithm to evaluate properly the collected information.  
Each time new reports are sent, nearby users are informed with a particular notification and asked to evaluate the 
report. After a certain period of time (customizable, usually set to 15 minutes) the report is evaluated by the report 
evaluation algorithm running in the background based on particular criteria and evaluations from other users. The 
final outcome of the algorithm is a probability value, which provides a measureable means of the report reliability. 
This value is illustrated as a transparent icon on the map. The mobile application also allows for further 
customisation of parameters, such as the maximum area of coverage, the preferred distance and time for displaying 
previous reports, etc. 
ba
 
Fig. 3. Mean event probability versus (a) speed and (b) distance of reporters for all events (true and false together). 
 
a b
 
Fig. 4. New report warning and (b) traffic report illustrated on the map. 
 
6. Conclusions and future work 
This paper presented a theoretical framework for the estimation of user credibility, through event reporting 
reliability degree calculation, for a crowd sourcing traffic reporting system. The main idea is based on the 
calculation of the user credibility as a weighted sum of various parameters. These parameters include the similarity 
of the information provided by a user, the reporting frequency measured by the number of submitted messages, the 
degree of reliability of a reported message, based on the characteristics of its reporter, and the relevant feedback that 
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other users submit. In order to calculate the degree of reliability of a reported event, a probabilistic framework is 
constructed based on features, such as the location and the speed of the reporting user. Preliminary evaluation results 
based on simulated data applied on real users, show evidence that the proposed model adheres to the initial 
assumptions about the distance of the location of the reporter from the location of the reported event and the speed 
of the reporter at the time of the event report. In particular, it was shown that the probability of an event being 
reported as true decreases with the distance and the speed of the reporter. Moreover, it was shown that a certain 
probability threshold can be found, such that all the submitted reports with credibility probabilities under this 
threshold to be considered false. Finally, a mobile application that incorporates the presented user reliability system 
was also presented for enabling testing in real time operational conditions.  
Future work includes the application of our reliability estimation mechanism on real data for achieving more 
accurate results. The basic advantage of using real data compared to artificial is that results are more reliable. On the 
contrary, real data may contain noise or bad quality of information by malicious users and besides there is the 
difficulty of data evaluation especially when ground truth is absent.  To this end, our primary objective for future 
work is the optimisation of the presented mechanism to show a robust behaviour in real operational environment.  
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